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Key findings

e The FL process has six trust points: the first three concern authenticity, the last
three concern correctness.

¢ The authenticity of the model and the data source can be secured with digital
signatures; group sighatures protect the privacy of the signers.

e The correctness of training, weights and aggregation is mostly secured with zero-
knowledge proofs (ZKPs); RiseFL reports the most efficient FL epochs.

e So far, no concept addresses all six trust points at once; the efficient combination
of signatures and ZKPs is the next challenge.
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e Blockchain-based solutions significantly increase the computational effort in the FL
process and require additional entities such as blockchain nodes.

With the help of machine learning (ML) — or often referred to as Al — and a large amount of data from
a wide variety of users, almost all applications/services can be improved; e.g. analysis of vital
activities via smartwatches, recording of driving behavior, or improved cancer analyses via MRI
images. On the one hand, such scenarios are becoming increasingly attractive because the
corresponding ML technologies are now practically relevant, and on the other hand, one of the
biggest challenges is the protection of privacy. Furthermore, users of an ML model may ask whether
and to what extent an ML model can be trusted?

In order to train a global ML model based on data from many end-user devices and also to preserve
privacy of users' training data, Google launched Federated Learning (FL) in 2016/17. For an FL
framework that has practical relevance, in addition to preserving privacy, one must pay attention to
trust throughout the entire cycle of an FL epoch. Therefore, to achieve a more reliable and
trustworthy updated ML model, authenticity and correctness guarantees for training data and ML
parameters/weights must be added in the FL process. Within the FL process flow, there are six
important trust points (TPs). To achieve both — privacy and trustworthiness — FL must be upgraded
again.

Therefore, this report shows methods for Trusted Federated Learning for the individual trust points
and then discusses the entire FL process flow. Finally, a Conclusion & Further Work briefly
summarizes gained insights and points out potentially-interesting further directions.

There exist already promising solutions for the individual TPs and, in some cases, concrete
instantiations. The currently most common methods and concrete instantiations are based on the
privacy-preserving cryptographic building block zero-knowledge proof (ZKP). The individual solution
concepts offer different trade-offs; e.g., not all concepts address the privacy aspect when
aggregating the returned ML parameters.

An overall concept of Trusted Federated Learning while preserving privacy, within the entire process
flow, is the next scientific and engineering challenge. E.g., the efficient combination of digital
signatures and ZKPs. And especially because most relevant work of “zkFL" — Trusted FL via ZKPs —
has only been published between 2022 and 2024, it remains exciting to see how this new field will
develop, and important for, e.g., any practical adopters to have their finger on the pulse of the time
and the state of the art.

1. Introduction

With the help of machine learning (ML) - or often referred to as Al - and a large amount of data from a wide
variety of users, almost all applications/services can be improved; e.g. analysis of vital activities via

2

smartwatches or “wearables” in general 1 recording of driving behaviour < or improved cancer analyses

via MRl images 3. On the one hand, such scenarios are becoming increasingly attractive because the

https://technology2.a-sit.at/en/publications/authenticity-verifiability-in-federated-learning-overview-methods/ Page 2 of 16



corresponding ML technologies are now practically relevant, and on the other hand, preserving privacy is
one of the biggest challenges. Furthermore, users of an ML model may ask whether and to what extent an
ML model can be trusted?

Why Federated Learning (FL)? In order to train a global ML model based on data from many end-user
devices while also preserving the privacy of users, Google launched FL in 2016/17 (McMahan et al. 2017). In
FL, each user trains the corresponding ML model locally and “only” sends the updated ML model
parameters - often called weights - back to the server. This process is called an FL epoch. Training such an
ML model optimally may require several such FL epochs. In recent years, however, there have been
practically relevant attacks on “standard FL" in which, e.g., the training data were reconstructed from the
returned ML model weights.

To achieve a good trade-off between ML model accuracy and preservation of privacy, federated learning
("Federated Learning” / FL) with secure aggregation (“Secure Aggregation” / SecAgg) based on, e.g.,
secure multi-party computation (“Secure Multi-Party Computation” / MPC) is a good fit. See, e.g.,
(Bonawitz et al. 2017), (Bonawitz et al. 2022) or (Koch 2024) for an initial overview of privacy-preserving FL.

1.1. Motivation & Trust Points of Trusted Federated Learning

Trust in FL-trained ML models? Although the privacy of participants’ training data is how preserved, the
user of such an ML model may ask whether the training data used and the updated ML parameters can be
trusted. In the context of virtual keyboards, for example, an app provider - such as Google's Gboard [4,5] -
is likely to have a strong interest in the learned ML model delivering adequate results for predicting the next
word or sentence, thereby increasing the likelihood that the app continues to be used. Or in the context of
health diagnoses, where, e.g., a hospital or doctor has a strong interest in the learned ML model delivering
adequate diagnoses from the MRI images shown. In such scenarios, the doctor usually gives the final
diagnosis, but ML models are increasingly used as support [6,7,8] . A well-trained ML model thus has the
potential to detect a possible cancer at an early stage and to immediately forward this to the respective
doctor. E.g., Figure 1shows a coarse-grained schematic of a cross-hospital FL scenario for constructing a
more efficient and effective global ML model for analysing MRI images.

4 play.google.com/store/apps/details?id=com.google.android.inputmethod.latin
® aclanthology.org/2023.acl-industry.60.pdf

¢ en.wikipedia.org/wiki/Computer-aided_diagnosis

7 mdpi.com/2673-9909/4/3/59

8 arxiv.org/abs/2311.08908
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Figure 1: - Coarse-grained schematic overview of cross-hospital FL to construct a more efficient and effective global ML
model. The 3 hospitals (A, B, C) could, e.g., be distributed internationally and each hold rare and significant datasets, which
cannot be shared per se but can feed into the training of an ML model. This leads to improved diagnostic support for
doctors and ultimately to better health for patients, as potential risks may be detected earlier.

6 Trust Points. It is therefore becoming ever more important that no “fake data" is used in FL or ML, but
rather adequate training data, ML training functions and ML model parameters. With regard to trust in FL-
trained ML models, 6 leading questions or trust points arise in the FL process. Three questions or trust
points each concern the aspects of authenticity and correctness :

(0) (Authenticity-Server) Does the ML model originate from the server? And was it also not modified during
transfer?

(1) (Authenticity-Client) Does the training data originate from a trustworthy source? And thus no “fake data”
was used. E.g. certificates from a university, health data from a hospital or fitness activities from a verified
or trusted smartwatch.

(2) (Authenticity-Client) Was authentic data used for training an ML model?
(3) (Correctness-Client) Were correct ML training functions executed?

(4) (Correctness-Client) Were the correct resulting ML parameters or weights returned to the server? Or
used in the SecAgg process?

(5) (Correctness-Server) Was the correct ML model aggregation - with the correct resulting ML parameters
or weights - carried out?
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Figure 2: - Process flow of a federated learning epoch including the four mentioned trust points. Two trust points each
address the aspect of authenticity and of correctness. The authenticity aspect denotes - in this scenario - whether the
training data (T1) originate from a trustworthy or trusted source and (T2) were actually used. The correctness aspect
denotes - in this scenario - whether (T3) the correct functions were executed during ML training and (T4) the correct

Koordinierender Server

resulting ML parameters or weights are returned to the server.

In order to achieve a more reliable or trustworthy updated ML model, authenticity and correctness
guarantees for training data and ML weights must therefore be added to the FL process. To achieve both -
protection of privacy and trustworthiness (“Trust") - FL must be upgraded once more. For this purpose,
privacy-preserving cryptographic building blocks can be used, such as zero-knowledge proofs (“Zero-
Knowledge Proofs" / ZKPs) for correctness or group signatures for authenticity. The FL process flow can be
examined more closely and relevant areas for authenticity and correctness highlighted. Figure 2 shows the
FL process flow with the six mentioned trust points, for the “trust upgrade”.

Drawn with draw.io. The smartwatch icon is from Vecteezy.com, and the leaf icon from

Goals & Outlook. Although, e.g., the two mentioned cryptographic building blocks - considered in isolation -
address the respective trust points relatively simply and straightforwardly, it is not straightforward how
these building blocks or methods can be used for all six trust points at the same time - from the training
data to the updated ML model. Or at least for more than one trust point, as a first step. Therefore, the
following section (2) shows methods for Trusted Federated Learning for the individual trust points, and then
discusses the aspect of the entire FL process flow - the (2.7) £ Summa Summarum ("Putting it all
Together”). Finally, a (3) Conclusion & Further Work briefly summarises the insights gained and points out
potentially interesting further directions.

2. Methods for Trusted Federated Learning

This section shows methods for upgrading “standard FL" to trustworthy or “Trusted FL". In an FL
framework that has practical relevance, one must pay attention to trust throughout the entire cycle of an FL
epoch. As described in the introduction, there are six important trust points (TPs) in Trusted FL. For each
TP, a method - including a reference to at least one concrete protocol - is described for fulfilling the
respective TP. Finally, the converging aspect of all TPs in the entire FL process flow is addressed.
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2.1. (TPO-Server) Authenticity of the ML model used

Figure 3 shows the section of trust point 0 in the process flow of an FL epoch, including the trust upgrade
with signatures (see Figure 13 for the overall overview of all trust upgrades).
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Figure 3: -(Authenticity) Focus on trust point O in the process flow of an FL epoch: does the training data originate from a
trustworthy or trusted source? Including the trust upgrade with signatures .

At the beginning of the FL process flow, clients must verify whether the ML model used or sent to them can
be trusted. As with documents or data in general, a digital signature is suitable here. That is, the server
signs the ML model sent with its private signing key sk. Clients can then verify the signature with the
associated public signing key pk. In addition to authenticity, the integrity of the ML model can also be
checked here; that is, that the model was transferred unchanged.

Depending on the trust model in the respective FL scenario, a server could - in addition to the signature -
upload the ML model used (semi-)publicly to an archive to which clients have access. Clients could then
additionally check whether the ML model sent to them matches the version in the archive. If archive access
is secured with an additional trust mechanism - such as a further password or passkey - the archive
constitutes an extended security measure.

2.2. (TP1-Client) Authenticity of the data source

Figure 4 shows the section of trust point 1in the process flow of an FL epoch, including the trust upgrade
(see Figure 13 for the overall overview of all trust upgrades).
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Figure 4: -(Authenticity) Focus on trust point 1in the process flow of an FL epoch: does the training data originate from a
trustworthy or trusted source? Including the trust upgrade with signatures .
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One of the most common methods for guaranteeing the authenticity of the data source is digital signatures
. With these, e.g., a hospital can sign a dataset - with the private signing key sk - and make it available to
the respective client, which then uses the signed dataset for training the ML model. The signed dataset can
then be verified by the client, the verifying entity (“verifier"), etc. - with the help of the public signing key pk
- as to whether it was signed by a trusted source (e.g. the hospital in this case). A trusted source can
upload its pk, e.g., to an accessible archive - such as a GitHub repository.

There may be scenarios in which it is desired, in case of doubt, to look up who exactly (doctor, department,
etc.) signed. To preserve the privacy of the respective signing persons, departments, etc., the privacy-
preserving cryptographic building block of digital group signatures is suitable. (Chaum and van Heyst 1991)
were among the first to devise group signatures. Group sighatures have the advantage that several ski can
be derived within the respective organisation, and still only one pk is needed to verify the signatures. In
addition, an authorised entity can be set up that can, in case of doubt, determine the identity behind the
respective signature (like a judge ). A further advantage of group signatures is that greater key agility is
achieved. For example, a single ski can be revoked because, e.g., a doctor changes hospital, so that the
other keys remain untouched. Otherwise, a hew digital key pair would have to be generated and distributed
anew to all doctors, departments, etc.

E.g. (Koch et al. 2022) used digital group signatures to verify the authenticity of the data source in a similar
scenario (" KRAKEN"). In the " KRAKEN" scenario, the respective signed datasets are split among individual
dedicated MPC computation nodes and made available for a later privacy-preserving analysis. The MPC
computation nodes only carry out the actual computations if the signature has been verified as valid.
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2.3. (TP2-Client) Authenticity of the data during ML training

Figure 5 shows the section of trust point 2 in the process flow of an FL epoch, including the trust upgrade
(see Figure 13 for the overall overview of all trust upgrades).
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Figure 5: -(Authenticity) Focus on trust point 2 in the process flow of an FL epoch: was training data from a trustworthy or
trusted source used? Including the trust upgrade with signatures and ZKPs .

To guarantee that authentic data are actually used when learning the ML model, the signature of the data -
assuming that digital signatures are built upon - must be linked to the dataset used.

E.g. (Koch et al. 2022) use the privacy-preserving cryptographic building block " Pederson Commitment "
to "attach” the signature of data to the secret-shared dataset. With the Pederson Commitment and the
public pk, the dedicated MPC computation nodes can verify the signature on the "secret-shared” data.

In the area of FL, e.g., (Zhu et al. 2024) likewise build on such a hybrid scheme. They use Pederson
Commitments and verifiable secret sharing (“Verifiable Secret Sharing” / VSS) based on Shamir and call
their concept RiseFL. RiseFL guarantees that the resulting ML parameters or weights lie within a valid range
of values. In addition, during the final aggregation the server gains no insight into the individual returned
weights, but only the sum of all weights. Figure 6 shows the different phases of RiseFL.

Although RiseFL gives no guarantee that the training data used originate from a trusted source, RiseFL does
offer a potential breeding ground for extending an FL framework in this direction. The verifiability of training
data from a trusted source, given the returned weights or only the final sum of the weights, is a complex
challenge for further research and construction work.
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Figure 6: - The four phases of the FL concept RiseFL. (a) First, relevant meta-parameters are exchanged (e.g. number of
participants and how many may be corrupt). (b) Clients commit to the returned ML parameters or weights. (c) The other
clients verify the correctness of the commitment, and also whether the weights lie within a permissible range. (d) The
server computes the final aggregation of the weights.

2.4. (TP3-Client) Correctness of the computing ML functions

Figure 7 shows the section of trust point 3 in the process flow of an FL epoch, including the trust upgrade
(see Figure 13 for the overall overview of all trust upgrades).
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Figure 7: - (Correctness) Focus on trust point 3 in the process flow of an FL epoch: were correct ML training functions
executed? Including the trust upgrade with ZKPs .

To guarantee that the correct ML functions were executed during ML training, the privacy-preserving
cryptographic building block of zero-knowledge proofs (“Zero-Knowledge Proofs” / ZKPs) is suitable. E.g.
(Xing et al. 2023) divide the challenge into several ZKPs for the different computation steps during ML
training, and call their approach ZKP-FL. Or PZKP-FL for the more practical aspect. Figure 8 shows a
coarse-grained schematic overview of ZKP-FL.
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Figure 8: - Coarse-grained schematic overview of the verified ML training phase of ZKP-FL. Individual ZKPs are generated
for the different computation steps during the training phase.

Source: (Xing et al. 2023).

2.5. (TP4-Client) Correctness of the returned weights

Figure 9 shows the section of trust point 4 in the process flow of an FL epoch, including the trust upgrade
(see Figure 13 for the overall overview of all trust upgrades).

Figure 9 -(Correctness) Focus on trust point 4 in the process flow of an FL epoch: were the correct resulting
ML parameters returned to the server? Or used in the SecAgg process. Including the trust upgrade with
ZKPs .

As shown in 2.3 (TP2-Client) Authenticity of the data during ML training, RiseFL by (Zhu et al. 2024) gives
guarantees that the returned ML parameters or weights lie within a valid range. RiseFL builds on Pederson
Commitments and VSS. Furthermore, e.g., (Lycklama et al. 2023) (RoFL) via additive homomorphic
commitments, (Chowdhury et al. 2022) (EIFFeL) via VSS and secret-shared non-interactive proofs, or (Bell
et al. 2023) (ACORN) via Bulletproofs also devise - as an extension of the traditional privacy-preserving FL
SecAgg or SecAgg+ - an FL system with guarantees on the returned weights. Of the concepts mentioned,
RiseFL reports the most efficient FL epochs. Figure 10 gives an overview of the runtimes for different
lengths of ML parameters or weights (d).
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Figure 10: — Overview of the runtimes for different lengths of ML parameters or weights (d). Computation runtimes on the
client and server are shown in seconds, as well as communication costs per client in MB.

Linking to the direct result of the ML training is a complex challenge and the next step for this trust point.
Trust point 3 (of the computing ML functions) represents a potential starting point here. That is, a link to the
ZKPs that the correct functions were executed.

2.6. (TP5-Server) Correctness of the aggregating weights

Figure 11 shows the section of trust point 5 in the process flow of an FL epoch, including the trust upgrade
(see Figure 13 for the overall overview of all trust upgrades).

—— Aisciach Client Computation (seconds) Server Computation (seconds) Cumlm, Cost
commit.  proof gen.  proof ver. total prep.  proof ver. agg. total per Client (MB)
EIFFeL 0.865 3.63 11.7 16.2 = - 0.182 0.182 125
d=1K RoFL 0.051 4.43 - 45 - 91.2 0.040 91.3 0.37
ACORN 0.076 2.49 - 2.6 - 58.9 0.040 58.9 0.004
RiseFL (ours) 0.054 1.48 0.08 1.6 1.17 75.6 0.071 76.8 0.44
EIFFeL 8.38 36.8 115 161 = - 1.81 1.81 1250
d = 10K RoFL 0.51 46.4 = 46.9 % B60 0.41 B60 3.66
ACORN 0.75 245 - 253 - 522 0.41 523 0.03
RiseFL (ours) 0.49 1.8 0.08 2.3 8.61 825 0.71 91.8 0.71
EIFFeL 84.7 382 1070 1536 - - 18.8 18.8 12500
d = 100K RoFL 5.1 496 ¥ 02 - 8359 4.1 B563 36.6
ACORN 7.6 253 - 261 - 5087 4.1 5091 0.3
RiseFL (ours) 4.8 4.5 0.08 9.3 733 139 7.2 219 35
EIFFeL 00OM 00OM 00OM ooOM  OOM 0OM 00OM 00OM OOM
d=1M RoFL 00M 0OM 00OM ooOM  OOM 0OM 0OM 00OM 00M
ACORN 00OM 00M OoOM O0OM  OOM oM OOM  OOM ooM
RiseFL (ours) 48.0 31.2 0.08 79.3 653 612 721 1338 30.9

Figure 11: -(Correctness) Focus on trust point 5 in the process flow of an FL epoch: were the correct resulting ML
parameters or weights used by the server or in the SecAgg process. Including the trust upgrade with ZKPs .
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To verify the correctness of the aggregation of the ML weights on the server side, the server must be able
to prove that all the ML weights returned by the clients were actually used. Here oo, the privacy-preserving
cryptographic building block of the zero-knowledge proof (“Zero-Knowledge Proof” / ZKP) is suitable. With
the help of such a ZKP, the server can create the corresponding proof - based on cryptography or
mathematics.

E.g. (Wang et al. 2024) created such a concept. Wang et al. devise two variants with regard to the
verification entities: (i) the clients and (ii) blockchain nodes, which, upon successful verification, store the
hash value of the encrypted resulting ML model on a blockchain. Figure 12 shows a coarse-grained
schematic overview of the first variant by Wang et al., in which the clients check the ZKPs.

Figure 12 - Coarse-grained schematic overview of the server verification approach for ML weight
aggregation by (Wang et al. 2024). Wang et al. also devise a variant in which blockchain nodes - instead of
the individual clients - verify the ZKP proof and then store a hash in a blockchain, which can be verified by
the clients.

Source: (Wang et al. 2024).

2.7. X Summa Summarum ("Putting it all Together")

For each trust point there are already promising individual solution methods and, in part, concrete
instantiations. However, there is - to date - no concept that addresses all trust points simultaneously in an
entire FL process flow. This overall concept of holistic Trusted Federated Learning represents the next
scientific and engineering challenge. Figure 13 shows the entire FL process flow including trust upgrades for
each trust point.
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Figure 13: - Process flow of a federated learning epoch including the six mentioned trust points (0— 5) and the holistic trust
upgrade for each trust point. Two technologies are primarily used here. For the authenticity aspect digital signatures . For
the correctness aspect ZKPs .
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3. Conclusion & Further Work

Federated Learning (FL) is by now a practically relevant concept for training an ML model locally on the
respective devices. In an FL framework that has practical relevance, one must pay attention to trust
throughout the entire cycle of an FL epoch. As described in the introduction, there are six important trust
points (TPs) in Trusted FL. The first three TPs primarily address the aspect of authenticity (“Authenticity”),
and the last three TPs primarily address the aspect of correctness (" Verifiability”). For each trust point there
are already promising individual solution methods and, in part, concrete instantiations. The currently most
common methods and concrete instantiations are based on the privacy-preserving cryptographic building
block zero-knowledge proof (“Zero-Knowledge Proof” / ZKP). The various individual solution concepts offer
different trade-offs; e.g., not all concepts address the aspect of privacy when aggregating the returned ML
parameters or weights (see, e.g., (Koch 2024) in this regard).

To date, there is no concept that addresses all trust points simultaneously in an entire FL process flow. This
overall concept of holistic Trusted Federated Learning represents the next scientific and engineering
challenge. Especially the efficient combination of digital signatures and ZKPs. Figure 13 shows the entire FL
process flow including trust upgrades for each trust point.

Other methods for Trusted FL. The area of “zkFL", which realises Trusted FL via ZKPs, is relatively new.
Most relevant works have only been published between 2022 and 2024. It remains exciting to see how this
new field develops, and important for, e.g., any practical adopters to keep their finger on the pulse of the
time and the state of the art.
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Besides authenticity and correctness guarantees via ZKPs, there are also solutions for the various trust
points via, e.g., blockchain. With the blockchain, data are stored in a decentralised and irrevocable way on a
“chain of data". Furthermore, the blockchain also makes it possible for computations to be carried out on
the "chain of data” - “on-chain” via “smart contracts”.

E.g. (Dong et al. 2024) use blockchain-based “smart contracts” for a secure and verified aggregation of the
ML weights. In such scenarios, however, the computational effort in the FL process flow also increases
significantly. Furthermore, the blockchain requires additional entities - such as the blockchain nodes. In
general, solution approaches via blockchain have their own trade-offs. Furthermore, e.g., (Kalapaaking et al.
2024) use "smart contracts” and a blockchain architecture to realise the correctness of (i) the ML training
and (ii) the ML model aggregation in a decentralised FL scenario.

Figure 14 shows the (blockchain) architecture of the FL framework by Kalapaaking et al. in an FL scenario
for smart infrastructures (such as loT devices in “smart factories").
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