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Behaviour Blocker
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Source https://technology2.a-sit.at/en/publications/behaviour-blocker/
The Behaviour Blocker demonstrated the detection of malware by analyzing the system calls it
employed. It was based on Hidden Markov Models to evaluate the sequences of system calls.

As the demonstrator has been retired and is no longer available for download, we limit the description to a
short overview:

Hidden Markov Models are used to analyse number sequences in various environments, like
bioinformatics, analyzing protein sequences, oder language detection.

o the behaviour blocker was a DLL that used hooks to intercept system calls. The demonstrator was
limited to detect spy trojans — a particular type of such trojans (Banker and Bancos) has been
analyzed.

o Using different verbose levels various information could be extracted.

The tool was started using
behaviourBlocker -v [verbose level (1-3)] [-o logfile]

e Output:
At Debuglevel 1just exceptional event have been shown, like when the demonstrator detected malware.
At Debuglevel 2 processes with the expected production probability of the current sequence were shown
At Debuglevel 3 in addition to Debuglevel 2 the actual sequence of system calls Systemcalls is shown.
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This tool is no longer available for download.
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