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Security requirements, particularly those on confidentiality, require IT processes to be compliant to
the least privilege principle. OAuth 2.0, a currently broadly adopted authorization protocol, meets
these requirements only partially. For example, due to unilateraly defined and service provider
specific representation of access scopes, the possibility to granulary and interoperably structure
access restrictions and authorizations is virtually eliminated. This problem concerns in particular
cross-domain data exchanges, as the security measures in different organizations can be applied
only in limited extent.

The architecture and relevant first results of ongoing work were presented in the scope of DISSECT
Workshop at IEEE/IFIP NOMS Conference. The proposed approach addresses the security
management of API-based interactions. The prospects of service providers, clients and data owners
are taken into consideration to enable the contextual dependence in API-based data exchanges, as
well as to support the granularity and interoperability in security management.

Bojan Suzic Graz University of Technology, Austria This work has been supported partially by the SUNFISH
project (N.644666) funded by the European Commission H2020 Program Overview ﬂ Cloud Integration —
Introduction and Approaches |] API-based Integration: Use Case, Protocols, Practice H Proposed Approach
[] Integration in the Workflow [] Discussion [] Summary and Further Work 2 IEEE/IFIP DISSECT 2016 x
Istanbul, April 29 [th] 2016
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Cloud Integration - Introduction

= Broad adoption of cloud paradigm = organizational data assets are
increasingly getting transferred to and consumed from the cloud

= Traditionally, integration assumes point-to-paint or
point-to-multipoint connections originating from organizational premises

» What happens when this process starts from the cloud?

= Integration Platform as a Service (/Paas) - a new approach that transfers
the complete business process execution to the cloud

= |PaaS defined by Gartner as:

.. d Suite of cloud services enabling development, execution and
governance of integration flows connecting any combination of on-
premises and cloud-based processes, services, applications and
aata within individval, or across multiple organizations"

M. Pezzini and B. Lheureux. /ntegration platform as a service: moving integration to the cloud. Gartner, 2011.
3 IEEE/IFIP DISSECT 2016 x Istanbul, April 29% 2016 IAIK#LL_J"
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Cloud Integration - Approaches
» Typical integration scenarios:
= (Cloud to on-premises
» Cloud to cloud
= On-premises to on-premises
= Resources are stored, transferred and processed entirely in
the cloud, which becomes the central point of integration

» Like standard data sharing, but: increased complexity, many actors

Cloud App Cloud App

Cloud Platform

Enterprise A

Organisation B

On-premise
4 |IEEE/IFIP DISSECT 2016 x Istanbul, April 29t 2016 IAIK#I{Q_
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Organisation B

On-premise

API-based Integration - Use Case
= QOrganization owns the accounts at three clouds: iPaaS, Gmail, SalesForce

= iPaasS (platform): periodically checks, retrieves and processes email, creating
the leads and contacts at Salesforce
= Based on REST-API interactions, secured using OAuth 2.0 and access scopes

Check Retrieve Process Retrieve Create new Create
email email messages, data contact new lead

- gmail.readonly

i full, ref_token i

e { Provide > List leads >}\ Create > kCreate >.§
£ email and contacts, contact lead @
" Accountld Website
CleanStatus Title
Email FirstName
Department L astName
FirstName Department
LastName Company
LastActivityDate Address
. LeadSource Email
i i Appli MailingAddress
i iApplied access scope i s
m Data/functions available in a domain Title Status
5 IEEE/IFIP DISSECT 2016 x Istanbul, April 29t 2016 WKﬁE‘L
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API-based Integration — Use Case

List leads Create
and contacts contact

Create
lead

Salesfort

' Accountld
CleanStatus
Email

LastName
LastActivityDate
LeadSource
MailingAddress
Phone

Title

e
H
H
H
H
H

| Website
i Title

FirstName
i [ astName

Department
Company
Address
Email

State
Status

¢ Authorization scope : abstract term, non-structured, out-of-the-band, opaque

e Gmail: supports a limited set of static scopes

e Able to read all emails and metadata in an account

e There is no specialized view, data filtering, limitation on fields...

Scope Meaning

gmail.readonly Read all resources and their meta-data

gmail.compose

Create, read, update and delete drafts, including sending of messages and drafts

gmail.send Sending of messages, without read or update privileges
gmail.insert Inserting and importing messages

gmail.labels CRUD of labels

gmail.modify All R/W operations except perm. deletion of threads and messages
https://mail.google.com/ Full access to the account

6 IEEE/IFIP DISSECT 2016 x Istanbul, April 29 [th] 2016
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API-based Integration — Use Case
o Authorization scope : abstract term, non-structured, out-of-the-band, opaque
e Salesforce: in many cases full scope required
¢ Able to perform a broad set of operations well beyond the required use case

e Coarse-grained scopes - Least privilege principle?
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Scope Meaning
api Access to user’s account using APl Encompasses chatter_api scope
chatter_api Access to Chatter API resources

custom_permissions  Access to the custom permissions in a client-associated organization

full Full data available to the user. Encompasses all other scopes
id Access to the identity URL service
openid Unique identifier of user in OpeniD Connected applications. Can be used to retrieve token

conforming to OIDC specifications

refresh_token Allows provision of refresh tokens to eligible users, enabling the client to interact with the
resource in offline mode.

visualforce Provides access to Visualforce

web Allows to use the token on the web, incl. access to Visualforce pages

7 IEEE/IFIP DISSECT 2016 x Istanbul, April 29 [th] 2016
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APIl-based Integration in Practice

Coarse-grained OAuth 2.0 access scopes in practice (managing authorizations):

q Fm o ) REMOVE
Has access to Google Docs, Google Drive, basic account info

IFTTT has access to: B Google Docs
View and manage your spreadsheets in Google Drive

Full access to any spreadsheet

& Google Drive (GDocs), Calendar (GCal) or
View and manage the files in your Google Drive ﬁlE/dOCU ment (GD”VE)
View and manage any of your documents and files in
Geogle Drive
B Basic account info Zapier
View your email address Has to gle Calendar, Google Docs, Google Drive

View your basic profile info

Zapier has access to: El Google Calendar
Manage your calendars

Authorization date: March 25, 2015

B Google Docs
View and manage your spreadsheets in Google Drive

& Google Drive
View and manage the files in your Google Drive

Authorization date: February 16, 11:16 AM

8 IEEE/IFIP DISSECT 2016 x Istanbul, April 29t 2016 IAIKngflaTy.

- IFTT o ) REMOVE
Has access to Google Docs, Google Drive, basic account info

IFTTT has access to: B Google Docs
View and manage your spreadsheets in Google Drive

Full access to any spreadsheet

& Google Drive (GDocs), Calendar (GCal) or
\liavs and manana tha filag in vair Rnanla Nriva - PR S8 DECHI-SESPIRS  { o o RO
Vi S e G e B v wevyne D | e/ UoLUIment (LUIve) |
View and manage any of your documents and files in
Gocgle Drive
[ easic account info Zapier @
\fiaws vimnir email addrace Has access to Gooale Calendar Gooale Docs. Gooale Drive
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View: your basic profile info

Zapier has access to: El Google Calendar
IManage your calendars

Authorization date: March 25, 2015
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- VuVYIe waTe

View and manage the files in your Google Drive

Autherization date: February 16, 11:16 AM

Issues and Challenges

* [ssues

= Unilateral definition of security concepts, APIs, management interfaces
= Manual and proprietary management of security functions

= Tools or approaches cannot be reused (many-to-many)

= Management of security requirements from the perspective of resource owner?
= /nteroperable. apply the same approach among different providers/platforms
» Automated: support autonomous agents
= Pynamic. allow dynamic definition of owners’ policies and clients’ requests

= Granular constraints. restrict access to resources or their parts
relevant for an activity - principle of least privilege

= (Contextual views.: enforcement and resource transformations based on a context

= Goals
= Enabling cooperative, dynamic and granular access management
= Considering complex API-based interactions in cross-domain environments

9 IEEE/IFIP DISSECT 2016 x Istanbul, April 29™ 2016 iaKmgilaTy.
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Proposed Approach
= Actors:

= Service provider (SP): exposes the service, such as Xaas
= Resource owner (RO): consumes services, outsources data and processing
= Clients (C): consume the resources provided by SP and owned by RO

= Steps:
= Establish relationship with the common framework {SP, RO, C} [1]
= Expose and consume model of services - resources and capabilities {SP, RO, C} [2]
= Expose model of security policies {SP, C} [2]
= Update and manage security policies {RO, SP} [3]
= Request resources {C, SP} [4]

Resource OWner Service/Policy Model Service Model _Clients :
5 o2 Service e (2F-—->4 7-
:liém(e”““) Q Provider Qé-"m)----) :
e, WebAR o W XS
...(1]......._..,____):‘::. '<_ ----------------- o =
Common Framework
10 IEEE/IFIP DISSECT 2016 x Istanbul, April 29™ 2016 IAIKgiaTy
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Resource Owner service/Policy Model Service Model Clients
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Service
Provider ™ ciar>

.....
..
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.

Common Framework
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Exposing Services and Capabilities

» Characterizing APIs exposed by service provider
= Web-APIs - there is a broad range of RESTful approaches and models

= Exposed APIs specific to provider's use-cases, environment, data models,
processes, with different maturity levels

= Development and maintenance overhead: clients need to be developed and
maintained separately for each service provider through the whole lifecycle

= Hard-wiring: out-of-the band contracts, underlying semantic unknown

= Service description

= Lightweight model based on semantic interoperability layer
» Modeling the resources and operations from security perspective

» Relies on an external or common model to represent the exposed services,
resources and operations that can be managed

= Reusing existing blocks

1 IEEE/IFIP DISSECT 2016 x Istanbul, April 29t 2016 IAIKngilaTy.
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Exposing Services and Capabilities

= Core and domain-specific vocabularies
= (ore vocabulary provides the general concepts
= (Can be reused to expose general concepts
= Jomain-specific vocabularies extend the core, optional

= Refine domain-related concepts

= (Categories and application of concepts:

= Entity classes - represented in object hierarchies
= Object properties - establishing relations between the entities

» Next: excerpts of classes and properties

12 IEEE/IFIP DISSECT 2016 x Istanbul, April 29t 2016 IAIKngila Ty
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Entity Classes (Excerpt)

=  Service:

= The primary point in service provider's offer to clients

= (Class members denote different types of services that
correspond to a particular use case

= Examples: CloudService, EmailService, StorageService

= Resource:

= C(lass of entities exposed by a service, manageable and consumable

= Represents entities at different levels of abstractions, allowing specification of the
granularity of resource sharing and application of (pre)processing operations.

= Examples: Object, Drive, Directory, File, Document, Media, Email, MsgBody, MsgHeader

= Qperation:

= QOperations are actions that can be executed on resources prior to their sharing
= Effectively provide a resource view adjusted to a particular context
= Examples: RemovePll, MaskPl|, Encrypt, Mask

13 IEEE/IFIP DISSECT 2016 x Istanbul, April 29t 2016 IAIKngflaTy.

Object Properties (Excerpt) [l Connect entity instances of different concepts, establishing relations |]
Behavioral and constitutional

mples: Col2

exposes Entity that service exposes to clients using web API

contains, isPartOf Relationships between entities stating constitutive (hierarchical) relationship between instances

subClassOf An abstract description of possible inter-class relations
type Class type of particular entity instance

hasType Supported class specialization for exposed resources
requestsAccess Used to relate an access requests with a service

supportsOperation ~ Denotes operations that can be executed on entity
acceptsOperation Denotes operations that are accepted by the client

acceptsSubtype Subtype of resources satisfying a client request

14 |[EEE/IFIP DISSECT 2016 x Istanbul, April 29 [th] 2016
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Exposing Services and Capabilities
» Example model using core and storage vocabularies

= Nodes are instances of concepts; labeling does not affect the workflow

= Starts with CloudService, which exposes File and Directory

=  File may be further specialized (property) as a Document or Media

= Prior to the delivery to the client, a Document can be subjected to operations

dg:exposes
dg:contains

dg:isPartOf
dg:exposes SE el
rdf:type rdf:type

dg:CloudService dg:hasType  dg:hasType

b

rdfs:subClassOf

~

dg:Service dc:supportsOperation

rdf::y&é b‘,dmwe dg:Resource
v 4
| dg:RemovePl| | dg:Encryption dg:Operation |
rdfs:subClassOf /
15 IEEE/IFIP DISSECT 2016 x Istanbul, April 29% 2016 IAKgiaTy.
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rdf:type
|  ds:Directory

dg:exposes ]
‘ , ds:File rdfs:subClassOf
dg:contains
. T
Arexposes &dgi'lspa rtOf f rdfs:sul;ClassOf i
| =
rdf:type ﬁ _\)_drdf:type de:Obiect

* g' J

g . dg:hasType  dg:hasType A
dg.CIoutl:ISerwce rdf-type rdfs:subc‘lassof

rdfs:subClassOf ds:Document rdfs:subClassOf

\ 4 I
dg:Service | dc:supportsOperation rrif:tvnp—bl de-Media |
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rdf:typeo 6 ) rdf:type dg:Resource
4 v
dg:RemovePlIl dg:Encryption dg:Operation

N w4
\ rdfs:subClassOf

Security Policies Classes (Excerpt)

SecPolicy:

= The primary point in the definition of security policies.
= One policy contains one or more rules with associated combination algorithm
= Similar to the concept of XACML

SecRule:

= Defines a node used to connect policy subject, target, action, condition and
obligation

PolicySubject:

= States a range of subjects or their attributes
= Integration of different access control models and mechanisms such as OAuth 2.0
= Examples: RegisteredClient, TokenBearer

SecAction;

= This class includes different actions that may be defined on a resource
= Examples: ActionDelete, ActionRead, ActionUpaate, ActionCreate, ActionPatch

16 IEEE/IFIP DISSECT 2016 x Istanbul, April 29" 2016 IaiKaglilaTy.
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Security Policies Classes (Excerpt)
= CombAlg:

= Policy contains one or more rules with associated combination algorithm
= Defines a range of algorithms applied in the process of making a policy decision
= Examples: PermitOverride, DenyOverride

= (Context:

= Establishes a range of conditions as multi-level classes whose instances may be
evaluated in the process of making a policy decision

= Examples. 7imeContext, SystemContext, RiskContext

» Obligation:

= Defines a range of actions that may be applied in the process of policy
enforcement, both in pre and post resource delivery stages.

= May include resource transformation using operations provided in the scope of
resource sharing model

= Examples: LogPre, LogPost, CustomView, RemovePl/

17 IEEE/IFIP DISSECT 2016 x Istanbul, April 29t 2016 IAIKngilaTy.
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Exposing Security Capabilities

Example model using core and emai/ vocabularies

|
= MNodes are instances of concepts; labeling does not affect the workflow
= Starts with SecPolicy, which refers to security rules and supported capabilities
»= The model is exposed for each endpoint or resource type separately,
describing its specific capabilities
[ Akt . 2
‘5-? u dgiActionRead rdf:type de:Email [ rdf:subClassOf
. 3 E
2 S| dg:ActionUpdate ity pe
ég § Biacuonp! rdf:tvpeQ\ dg:Object
X dg:ActionDelete [« ) rdf:subClassOf
rdf:type dc:supportsAction
dc:supportsTarget dg:Resource
- rdf:type
dg:DenyOverride rdfitype dg:TokenBearer
dc:supportsRule,
dc:supportsCombAlg dc:supportsSubject
..................... - i i dg:PolicySubject
FB rode ; dg:PermitOverride |<\rdf:type Feiftye g:PolicySubjec
i [0 dg:dasp-general | rdf:subClassOf L rif:type rdf:type rdf:subClassOf
i O _de:dasp-email | dg:CombAlg dg:SecPolicy dg:SecRule |dg:RegisteredCIient

] node

IEEE/IFIP DISSECT 2016 x Istanbul, April 29™ 2016

dg:ActionRead

| de:Actionlindate Id_

I ™ rdf:typef] ! \

dg:DenyOverride

rdf:type

I Ao ParmitNuerride L(

[

rdf:subClassOf

dg:CombAlg

—

dc:supportsCombAlg
— A

rdf:tvpeq :e:Emall
rdf:t|ype

‘rdf:tvpe dc:supportsAction S
\\ dc:supportsTarget

dc:supportsRule

IAKgiaTy.

rdf:subClassOf

dg:Object
rdf:subClassOf

dg:Resource

rdf:type

dg:TokenBearer

. rdf:subClassOf
dc:supportsSubject
| 7\ | de-policvSubiect

e e

rdf:subClassOf

o I‘\rdf:type( )‘ M rdf:type
rdf:type & rdf:type
B
dg:SecPolicy dg:SecRule dg:RegisteredClient
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Defining Security Policies

= Discovering policy model

= (Client (resource owner's agent) fetches the model of policies applicable to
particular resources or endpoints
= The model represents a range of supported concepts (actions, subjects ...)

* These concepts may be reused to define security policy

= Delivering the model

= Embedding models with resources. retrieved together with resources by using web
APl endpoints and providing the models as separate descriptions

= Separate policy endpoints: policy management is done using dedicated API
endpoint

= Managing the policy

» Based on retrieved model, the client instantiates the policy by applying
provided concepts and relationships
= These policies are retrieved or applied separately for each resource or endpaint

19 IEEE/IFIP DISSECT 2016 x Istanbul, April 29t 2016 IAIKngilaTy.
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Integrating in the Workflow

» Limited proof-of-concept
= |Introduces additional management layer in existing OAuth 2.0 workflows

= Transparent proxy between the service provider and the client

= Complements OAuth 2.0 coarse-grained scopes by reducing the provided resource
sets and enforcing client-specific resource view (resource transformation)

=  Workflow steps

= Client requests the resource using existing token [1]
= Main application provides resource by relying on a token scope [2]

= Based on a registered resource set and annotation returned by service provider,
proxy performs second layer of security enforcement and delivers the resource [3]

Clients

Proxy Service Provider

20

IAIKgia Ty

Proxy Service Provider

Clients

--------

]
-———-lh-——
-
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Discussion

=  (Cross-entity messaging

= Management of policies (RO), requesting resources (C), exposing models (SP)

= Different possibilities: RDF or JSON-LD

= JSON-LD - lightweight format, readable by humans (illustration at the bottom)

= |ntegrating in existing environments

= Using additional HTTP headers for models and descriptions
= Using HTTP methods (e.g. OPTIONS) to retrieve the models

{ "@context": {
"dasp-email": "http://www.daspsec.org/on/dasp-email#",
"owl": "http://www.w3.0rg/2002/07/owl{",
"rdf": "http://www.w3.0rg/1999/02/22-rdf-syntax-ns#",
"xsd": "http://www.w3.org/2001/XMLSchema#",
"rdfs": "http://www.w3.0rg/2000/01/rdf-schema#”,
"dasp-general™: "http://www.daspsec.org/on/dasp-generalf"
}, "@graph": [
{ "@id": "http://www.daspsec.org/on/dasp-general”,
"@type": "owl:Ontology", "owl:imports": [
{ "@id": "http://www.daspsec.org/on/dasp-general" },
{ "@id": "http://www.daspsec.org/on/dasp-email™ } ] },
{ "@id": "dasp-general:AccessRequest",
"@type": [ "dasp-general:Request™, "owl:NamedIndividual™ ],
"dasp-general :acceptsOperation”: { "@id": "dasp-general:RemovePII" },
"dasp-general :acceptsSubtype": { "@id": "dasp-email :MsgHeader" },
"dasp-general:requestsAccess™: { "@id": "dasp-email:Email" } } ] }
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{ "@context™: {
"dasp-email": "http://www.daspsec.org/on/dasp-email#",
"owl": "http://www.w3.0rg/2002/07/owl#",
"rdf": "http://www.w3.0rg/1999/02/22-rdf-syntax-ns#",
"xsd": "http://www.w3.0rg/2001/XMLSchema#",
"rdfs": "http://www.w3.0rg/2000/01/rdf-schema#",
"dasp-general": "http://www.daspsec.org/on/dasp—-general#"
}, "€graph": [
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"@type": "owl:Ontology", "owl:imports": [
{ "@id": "http://www.daspsec.org/on/dasp-general™ },
{ "@id": "http://www.daspsec.org/on/dasp-email™ } ] },
{ "@id": "dasp-general:AccessRequest",
"@type": [ "dasp-general:Request"™, "owl:NamedIndividual™ ],

"dasp-general :requestsAccess": { "@id": "dasp-email:Email"

}

"dasp-general:acceptsOperation": { "@id": "dasp-general:RemovePII" },
"dasp-general :acceptsSubtype": { "@id": "dasp-email:MsgHeader"

}

}s
1}
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Discussion

= Scalability and overhead

= Per-resource or endpoint models and policies - scalable management
= Low overhead for smaller models (transport or policy execution)
= Separated vocabularies allow supporting different domains iteratively

» Interoperability challenges

= Not everything can be covered by a model

= |tis hard to provide a model for complex concepts or environments
= Integrating it in practical scenarios - even harder

= However: conceptualized as a bottom-up approach

= Providers may extend existing or define own models

= Reducing many-to-many to (partial) many-to-one mappings
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Summary

Questions and challenges

*» Cloud-based integration adds complexity by executing processes and
connecting resources hosted at various organizations

» Challenging management of security and privacy

= Which resources and services are consumed by an organization
= How to control resources and policies at different, distributed systems?
= Automated management of security?

» Centralized systems such as iPaa$S are gaining significant power:

= Can access client’s resources on many providers using broad access scopes

= Multi-tenant environment: extrapolating that to all customers using iPaaS’s
services
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Summary and Future Work

Summary
= Qur proposal aimed to advance interoperability of security management

= Abstracting and modeling services, resources and policies
» Following lightweight, bottom-up approach

= |nitial prototype was applied to extend management of existing OAuth 2 flows

Further work

= Extend vocabularies with additional domains, refine and improve existing
= [nvestigate integration with other protocols (UMA, XACML)

= Separate approach?

» Mapping of concepts and policies (automated alignment)
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Any questions?

Thanks for your attention!
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