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This project evaluates concepts that mobile operating systems use to protect their users against malware.
First, different security approaches used on Android and iOS are explained. Afterwards, static application
analysis was used to investigate malware samples. Utilizing dynamic analysis, the runtime behavior of these
samples with focus on gathered permissions, access to sensitive data and possibilities on sideloading
further code was inspected on Android emulators.
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