
Technology
E-Government Innovation Center

17 March 2016 Study · Web & Cloud · Privacy & Crypto

Privacy Implications of Emerging Web-
Technologies

The full text is currently only available in the Deutsch version. A translation will follow.

Archived. This content is no longer updated. It remains available for reference.

Source https://technology2.a-sit.at/en/publications/security-implications-of-emerging-web-technologies/

In this report existing web-tracking technologies are analyzed. Backed by this knowledge, two new web
technologies, WebSockets and WebRTC, are analyzed focusing on user’s privacy implications. Four
scenarios were developed to tamper user’s privacy on one hand and to enable a vast improvement of
unperceived user identification on the other hand.

The results of the report show that sets of IP addresses with random components enable an identification
of computers, regardless of which browser or browsing-mode (private mode, normal mode) is used. In our
mobile-affine world the identification of browsers or computers is nearly equal to the identification of
users. Furthermore, we describe ways on how WebSockets and especially WebRTC could be used for
DDoS attacks on a broad scale.
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