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Key findings

Security measures are well established in classical software development, but not

yet in AI development.

No/low-code tools carry risks: vulnerabilities, privacy concerns, compliance risks,

lack of transparency and dependence on tool providers.

The black-box nature of no/low code makes the models hard to understand and

offers few testing options.

High code offers more control and flexibility, but requires more technical know-how

and is more time-consuming.
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The choice between low/no code and high code depends on know-how, resources

and use case; security must never be neglected.

Artificial intelligence is continuously used in both the public and private sectors with an increasing

tendency. This is further driven in particular by the availability of so-called low/no code development
frameworks. However, increased use combined with sometimes little understanding due to the black-
box nature results in increased requirements, especially for security and privacy. Measures that

address the aforementioned requirements and contribute to the development of secure software are
already well established in traditional software development, but not in AI development.

Complicating matters is the fact that development options such as no/low and high code in turn
harbor quite different security requirements. The goal is to address the different development

variants and to highlight special security requirements, as well as to discuss their differences.

1. Introduction

The growing use of artificial intelligence across industries and sectors poses a growing challenge for
security and privacy. It is therefore of great importance to take measures that ensure secure AI
development. While traditional software development already has established measures to ensure security
and privacy, these are not yet as widespread in AI development. To complicate matters, AI development
has different approaches such as no code, low code and high code, each of which brings different security
requirements [1].

No code here denotes a user-friendly approach to AI development that requires no programming skills or
technical expertise and thus allows users to apply pre-built AI models easily. However, it also carries strong
risks regarding understanding, which can lead to security implications. Low code is more complex than no
code and requires the use of simple scripting languages, but still little technical know-how and background
knowledge about the models used. Finally, high code is the classic variant of AI development and offers the
highest degree of flexibility and adaptability, but requires a high level of technical expertise.

Because of the large differences between the various AI development variants, it is important to address
the specific security requirements. This article therefore explains the different approaches to AI
development, highlights the specific security requirements and compares the approaches in a discussion.

2. No and Low Code

No-/low-code AI development is an approach to creating AI models and applications that requires neither
programming skills nor a high level of technical expertise [2], and the two terms are often used together in
the literature. This approach is intended to enable laypeople to create AI models quickly and easily, without
having to learn complex programming languages or hire a team of experts. The following briefly describes
the general procedure in low-/no-code development and discusses advantages, disadvantages and
security risks.
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2.1. Areas of application and overview

Low/no-code AI development tools offer drag-and-drop interfaces, pre-built modules and automated
workflows that allow users to create AI models without having to write code [3]. These tools typically offer a
range of AI functions, such as natural language processing, image recognition and predictive analytics. The

most popular low-/no-code AI development tools include Google AutoML1 , IBM Watson Studio2  and

Microsoft Azure Machine Learning3 . Specific areas of application include the following:

Chatbots and virtual assistants : Low-/no-code AI development tools such as Chatfuel4  based on

GPT-4 or ManyChat5 , as well as ChatGPT6 , offer the possibility to create chatbots and virtual
assistants without programming skills. These tools use pre-built modules for natural language
processing and conversation management and can be integrated into popular messaging platforms
or websites.

Business intelligence and data analysis : Microsoft Power BI7  and Tableau8  allow users to create

data visualizations and dashboards without requiring programming skills. These tools use pre-built
connectors and data models and allow data fields to be created via drag and drop in order to build
interactive visualizations.

E-commerce : Tools such as Zyro9  and Wix10  allow the creation of websites and online shops with

AI-supported product recommendations, personalized content and automated order processing.

Membrace11  enables AI-supported content moderation. These tools use pre-built modules for
managing product catalogues, payment processing and shipping logistics.

Image recognition and object detection : Low-/no-code AI development tools such as Google Cloud

Vision12  and Clarifai13  allow users to create models for image recognition and object detection

without programming skills. These tools use pre-built models and APIs for image analysis and can be
integrated into various platforms and applications.

Language translation : Translation services such as Google Translate14  or DeepL15  offer the

possibility to use AI-supported language translation. These tools use pre-built models and APIs for
natural language processing and can be integrated into various platforms and applications.

As has been shown, there are many areas of application for low/no code. This is also reflected in the fact
that it is already used in various domains, as shown for example by Rokis and Kirikova [2]. In addition to the
e-commerce and business intelligence areas already mentioned, these include customer relationship
management, entertainment, content management systems, robotic process automation and medicine.
Further applications are business process automation in manufacturing, applications in public healthcare,
recommender systems and the monitoring of machine learning models themselves [2]. They are also
already used in smart cities [4, 5], in the field of function block diagram programs [6] and in supply chains
[7].

2.2. Advantages and disadvantages

The following briefly lists some general advantages and disadvantages of low-/no-code AI development
before the generic development process and the security implications are addressed.
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The advantages are [8]:

Ease of use: Even users without technical expertise can easily create AI models and applications with
the help of low-/no-code AI development frameworks, without specialist knowledge. This makes AI
accessible to a wider group of users and allows companies to use AI technology without having to
hire specialists.

Speed and efficiency : Low-/no-code AI development tools offer pre-built modules and automated
workflows that allow users to create AI models quickly and efficiently.

Scalability : Low-/no-code AI development tools are designed to process large amounts of data and
can easily be scaled up or down depending on project needs. This makes it easier to create AI
models and applications that can be used on different platforms and devices without additional
development work.

Cost efficiency : Low-/no-code AI development tools can be more cost-efficient than hiring a
development team, as they eliminate the need for specialised technical staff and reduce the time and
resources required for development work.

Of course, low-/no-code AI development frameworks have not only advantages but also disadvantages,
which are briefly listed below:

Limited customisation options [2, 3] : Such tools rely heavily on pre-built modules and automated
workflows, which greatly limits the degree of control and customisation available to users. This can
make it difficult or impossible to create complex AI models and applications.

Limited functionality [3] : Compared with low-code or high-code AI development tools, low-/no-code
AI development tools offer only very limited functionality, which can likewise make it difficult to create
complex AI models and applications.

Security aspects [3] : Low-/no-code AI development tools can, among other things, have security
vulnerabilities that inexperienced users cannot detect because of a lack of background knowledge,
and can lead to many risks, which are listed separately later.

Dependence on tool providers : Low-/no-code AI development tools are often provided by third
parties, which means that users are heavily dependent on ongoing support and updates. This in turn
can lead to uncertainty and risks if, for example, the provider discontinues support for the tool.

Lack of understanding [2] : Understanding the data basis and the models is a basic prerequisite for a
successful machine learning model. Because of the black-box nature of low-/no-code frameworks,
however, users often cannot comprehend the result, which can lead to incorrect results and
problems in troubleshooting.

Lack of testing options [2]: There are currently insufficient options for actually testing low-/no-code
frameworks comprehensively, which can lead to undesired side effects.

As has just been shown, low-/no-code AI development tools offer accessibility, speed, efficiency, scalability
and cost efficiency, but also have limitations regarding customisation, security concerns, dependence on
tool providers and limited functionality.
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2.3. Development process for low code / no code

According to Rokis and Kirikova [2], the development process of low-code/no-code applications comprises
several phases, which they identified in the course of a literature review:

Requirements analysis : This is the first and continuous step throughout the entire development
process and essential for the success of the application, as this step influences platform selection,
validation methods and user requirements. In this phase, one is strongly dependent on the offerings
of the tool providers, which can be a significant challenge. In addition, changing requirements later is
difficult, as the tools may not meet the new requirements. On the positive side, creating a first
prototype with low-/no-code development frameworks is often quick, which simplifies close
coordination with customers.

Planning: The feasibility study, including the selection of a suitable platform, falls into this phase.
Because of the large number of available platforms and development frameworks, this phase is
difficult, which is why various comparison criteria can be considered, such as graphical user
interface, security, interoperability, reusability, scalability, application support or deployment support.
Further criteria mentioned are the specification of roles and users, support for requirements
specification and verification, support for testing and validation, and the availability of artificial
intelligence components. In this phase it is also essential to decide whether the dependence on the
platform provider is to be accepted.

Application design : In this phase the design is defined. This includes, for example, configuring the
data schema for the application, such as creating entities and defining relationships, constraints and
dependencies. Further content includes defining the user interface and defining user access and
security management, that is, broadly speaking, the architecture, scalability and modularity.
Challenges arise in particular in extensibility, which can be difficult to impossible, and in
interoperability owing to the lack of standards. Scalability can also lead to problems.

Development : This phase comprises the implementation of various operations for interface
elements and the implementation of business logic rules and workflows. It also includes the
integration of external services, which allows external services to be used directly in low-/no-code
software development via application programming interfaces (APIs) provided by third parties.
Problems arise here in particular from incomplete or incorrect documentation, the lack of learning
resources or non-intuitive interfaces. In addition, in some areas knowledge of software development
is sooner or later needed after all, which can overwhelm users with little technical expertise. Finally,
the limited flexibility of functionalities and user interfaces poses further challenges for users,
alongside limited debugging options.

Testing : Various tests are carried out in this phase. Challenges arise in this phase in particular
because of missing documentation. Many development platforms do offer test tools, but these are
often limited in their functionality and offer few possibilities for carrying out non-functional tests.

Deployment : This phase covers the provision of the application. In practice, problems arise in
particular with the configuration and accessibility of the application, which are made worse by
incomplete platform documentation. Version control is also described as a problem.
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Maintenance : The last, continuous phase is maintenance. Even though no-/low-code platforms are
generally regarded as easy to maintain, debugging, alongside other functions such as monitoring or
anomaly detection, can lead to challenges.

2.4. Security implications

Low-/no-code AI development tools have specific security implications that should be taken into account
when using these tools. The most important ones are listed below:

Vulnerability to cyber attacks [1, 8] : Low-/no-code AI development tools can have security
vulnerabilities that can be exploited by cyber attackers. These vulnerabilities can be present in the
pre-built modules and workflows used to create AI models and applications, or in the tool itself. Users
without technical expertise may not be aware of these vulnerabilities or may lack the knowledge
needed to detect and fix them.

Privacy concerns [8] : Low-/no-code AI development tools may require access to sensitive data such
as personal information, financial data or confidential business information in order to create AI
models and applications. If the tool is not properly secured, there is a risk that this data will be
disclosed to unauthorised parties.

Bias [1, 8] : Low-/no-code applications can promote bias and disinformation.

Compliance risks : Low-/no-code AI development tools may not comply with the relevant data
protection laws and regulations. For companies using these tools, there is a risk of non-compliance,
and legal and financial penalties may follow.

Lack of transparency and control [8] : Low-/no-code AI development tools may not offer
transparency about how AI models and applications are created, which can make it harder to identify
and remedy security and privacy risks. Inexperienced users may also have no control over the AI
models and applications created, which can make it difficult to ensure that these models and
applications are secure and comply with the relevant regulations.

Dependence on tool providers [8] : Low-/no-code AI development tools are often provided by third
parties, which means that users depend on the tool provider for security updates and patches. If the
tool provider does not offer regular updates or support, the AI models and applications created with
the tool may be endangered by security vulnerabilities.

In summary, low-/no-code AI development tools have security implications that should be taken into
account when using them. These include vulnerability to cyber attacks, privacy concerns, compliance risks,
lack of transparency and control, and dependence on tool providers. It is important to ensure that low-/no-
code AI development tools are properly secured and comply with the relevant regulations in order to
mitigate these risks, although in practice this can be a problem because of the lack of understanding. With
proper use, however, low-/no-code development frameworks can even help to minimise security risks [8].
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3. High Code

High code denotes the development of AI applications with classic machine learning (ML) applications. As
this topic has already been covered in several of the author’s studies (including [9]), only a brief overview is
given in the following in order to be able to follow the subsequent discussion.

In AI-based software development, a general software development cycle should be followed, which
usually includes phases such as requirements gathering, design, implementation, testing and maintenance,
but phases such as initiation, concept development, requirements analysis, technical design, development
and testing, implementation, deployment and optimisation are also common. It is worth noting that in
development the phases of training, modelling, application and inference are essential and require a deep
understanding of statistical modelling, data analysis and machine learning concepts. Risks and security
concerns arise in particular during the collection, analysis and processing of data, and because of AI
decisions. The risks can be eliminated by comprehensive testing and the use of special techniques such as
data augmentation or model regularisation.

4. Conclusion and discussion

The development of AI systems is primarily about creating and training models in order to make predictions
or decisions on the basis of input data. Traditionally, this process was very technical and required special
knowledge of programming and data science. With the emergence of the division into low/no-code and
high-code development, however, this process has also become more accessible to non-technical users.

Low/no-code development for machine learning refers to the use of platforms and tools that require little or
no programming to create ML models. These platforms often use drag-and-drop interfaces and pre-built
components to make it easier for users to create models without having to write code themselves. Some
popular examples of low/no-code ML development platforms are Google AutoML or IBM Watson Studio.

High-code development for machine learning, by contrast, refers to the traditional process of creating ML
models with programming languages such as Python or R. In this approach, code is written to implement
algorithms, process data and fine-tune models. In high-code ML development, developers have more
control over the model creation process and can customise it better, which however also requires more
technical expertise.

In general, low/no-code development for machine learning is often faster and more accessible than high-
code development. It is therefore ideal for users without technical expertise or for people with limited
resources. These platforms also often contain built-in functions for data preprocessing, model selection and
evaluation, so that it is easier to create accurate models without extensive knowledge of data science.

However, low-/no-code platforms also have their limits. They may not offer the same degree of flexibility,
customisation and security as high-code development, and have strong restrictions in functional scope,
data volume or the type of models. In addition, understanding the models is very difficult because of their
black-box nature, which can lead to additional security risks and few testing options.

High-code development for machine learning, by contrast, offers developers more control and flexibility in
model creation. Developers can write specific code to implement advanced algorithms or to preprocess
data in a way tailored specifically to the needs of their organisation. This degree of customisation enables
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more accurate models, but requires a higher level of technical know-how and can by its nature be more
time-consuming and resource-intensive.

In summary, both low/no-code and high-code development for machine learning have their advantages
and disadvantages, and the decision for one of the two methods depends on factors such as the users’
technical know-how, the available resources and the specific use case. For simple projects or those with
limited resources, low/no-code development may be the best option, while high-code development may be
necessary for more complex projects or those that require advanced algorithms or customisation. Security
must never be neglected, however.
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